dx.doi.org/10.22093/ww;j.2017.45906

g S e il glotilols Koy ki)

398 (S yai S 9T (Sl dilole sy b 3
RAMCAP 519y 4 Olnag gl g 53

" 5o 43,3 iz e [0 oy (g | 255 IS

C)‘ﬁ‘ ‘L’)‘)QJ s}Sf L’)‘)QJ A"s ‘SABL.:‘ é‘)'.[ SKails ng)Lo.l.a 6‘)‘250 =\

Ol eoledo! 095 (Al olfimgts W3 -l soe gwdige (51,350 (sezetils -¥
mehbita@gmail.com (- Y1) YYYVVFYY (Jstums s0inmygi)

il i (g luws,S oKty ) waige ol guwlid 5 -Y
Ol eoleol (lpiol (taio olftils «Wlw - SilKe  pudige il IS 42550l 2ls -F

QOIYIA 5 2ds

a8/ Ve el )

0 S

- “

ot 31 S s 3y 98 S a5 4 ool (00 (gl 5l 5 ] 43 3 s 43 St gl By T 50
23 3l ol 305 E985 51 (U el 2 o 3 wlolr ol Ay (2 reten 65 el 1 ol Sl pl dilobs ¢ Sl GBS L 25
DOl U, Ll gy ol 5 aRlgd 4l dsid Caely (63 ,5as ] poiian] alad Cy9i0 13 il oo gyt dy T JUESI
4 10 Ao ol 53 b ily] (g gy ] joliiods U, 1K1, B oyl AU U g 3940 (ot bwlind ydy o] B ¢ Sl ol diloluw
&= o] Colasagd j1 S 2 (6 dicun] Gl (oljyl ar deldl yd g Slw il dilobw as barpe old Claysgd 9 B s U,
Wi (1) Sy gy 5 03l b by 2115 51 SU 2 Sin )y dus durlomo b Culpd )3 g o A 13 5 00 (aswine s 211>

o3l U 1m0 £985 51 Jad (ylgi U Wawd paseie widicuw! busly olgsa Boly o LAl abuad loy sl ! ol podrdy oy 5bke
Jolos ailobus oyl yo S35 555 Ay olas s (b (asube Guiod ol gl ;50 51300 LB 1, g iyl (ylue b, Kal, ol 51

Dl o0 (Gl o Ly 9 (Swige Mo ol (S5l

RAMCAP 35345 «5 pigibs UJL».»).,T Qloliw « Sy (b))l isaulislocjls

Gl 53 5 sacs ] gLl bas sy g5 5o Yoo ¥ Jlo s Sl
5 ke U ol o350 s 4 S5 o)1 uiman (Cameron 2002)
¢ somms Cgr b G S Sl s Yo7 L s Y]
Deer Sy o5 33 Cnsama V) Jlo s (T mlin 035
oo yoms Sloay So8) 0+ Comsanns 5 YoV ) Lo s 2
Sty b pl 5 ol YoV Y Ul s auyue guselal OF
(Silva 2011; Hoffman 2011; Faiez & Vogt 2012) .x.dj@
SN e i gy St il ] D 50 3 S LT
Cdiile 58 g0 sl Gl cr e s 500l by sues
asblay Sl b ool 5Y 5 s ls (glys Sgenl bshs a5
el o5 5 ol 53w Slepladl Slagags 550 55 S ale 2
333 0l e Gl 38l oz g O Slaged S S0 b g 55
Satd ol Gl 5 shtae Jole 2 wiblay Slaesd 55,5y

1e alsldgul daa

dodie —\
bybs coals s Jals 568 T 555 5 el slasilala
GOl i e 50033 03l s aiar Lol Uil
Ky olede o s el gbesl s 55
Ol i e 3 B e oo U LT ahaiis 51 slals o)
‘J:—“’ Jols u,—*':‘L’ Lol '-’J—:fu:—“ B g_f”:‘l’)':“ ) g_;’*:‘l’
ol (Gloplasl) gaes & 5 bt Sluag (Ol g
s ol OMar & o Wil g5 e sLpll Ol ugs
(PO JU P Ele « B FSPRC WO TN
338 s S wlels O‘»‘ 33 (J‘L.JQL..J‘) Sos ool > dax 5l

RS Ca_n._’.\ uT ctl_uo St gonnd €3 93 % L;J._{bx.,‘:m‘[ 90

I#97 JLu & aglods PA aggn



dx.doi.org/10.22093/ww;j.2017.45906

g S e il glotilols Koy i)

Y s s olSKes 5 Slgss, (Tchorzewska 2011)
05,5 5 53 L e Gl T Sl s T oS 5 o
aleals 518 Sy ol s Lacakid g
(Roozbahani et al. 2013)

ST Gbola Sy b3l Y V0 b s tes Sl
ol S S gl 5 s cs s o b 55 5 40
(Roozbahani 2015) s> ;| 3 w,

s bl gl 2SI N Jl s oL 5 4l
bl 5 o Shos 5las S5 Gl bl s (S 2y
Sl g ol s ool G1 Sl glacslay s
Sl s Gl slacsle s 5 (K olyea b Gl
33 &b 3 5 (Nurollahi et al. 2015) coulsus 48 5 13
el st sl 15 S b 550 Jlasl bgkas Y10 JL
sty ol bt 5 slo sl s S b3 e oo
(Rossi 2015) ol o oals 51,8 sy 50 3550 cga So sl

s Sl ol Sy el bty cpl S s
ol ede 5w 550 Glesen Oy g0t Jats Ol s
|iome o8y s woa 4 3L @ sladas 5o oLl (gla Ll
Coaos Lnladl w5 dial Jsl el gl 4 5 5
St T Sl el 13V b 53 ol ] e
Sogo G35 dax 1S 53 st 350 LS O 50
Sl gl S 8,8 b5 55 ogde Gudns ool o a8 S
3 S5 sl (65,0 S O pon 58 Sl
S35 i 2Ll s Shnag sl s JIiS,8t
Sty i) Sy ol o il Sl T slals atsa
wlbolw ool y3 a4 S840 o asli s 55 Lond ¢l
sy i S o gon > S s 1813 s 3|
3l sm 1S 3 il sni b e s ol o (ol ot a3 S
Sl 55 5 ad a3l o &) pot of 4 Baind opl s &
35 S ag S s a8 S5 15 e 350 ity
Gl 5o 3l pmmlin iy Wil g5 m oS 0351 el sl 5Ll
) 53 el am 6lolas ! gl Slaag ol 51 s n
ez b el a0 ml gless o (sl i
3 o St Sl Sll gl moas (3 sl asls

253515 Lol s s

1497 JLu & aglodi PA aggn

P U O PR NP FIPIFR NG
& eSS bl s oUl gou.\_;rjl,uo_:«.z:jﬁ_:s
oyl g3 el o gl

Slepbudl Slgag S S us o a3 o0l o
L ptnsiy o) 5t ol Glo T wlolu o3 s ka5
sy e 51 bl ol sl olls ol Sy b G
OS5 b 5148 Sl g hes iy cnl oo i ool ole
Olseay Joale b asdlay iman 5 Of (uiige 5> i
b S 13 b3l se 5 ol pd e ws s le Sl g
Sherlas s oS Olallas LS oo asli w25 L
sl el Casey ol pl ol s Colo b woliin y 6y b
st 4zl alobe opl ol o] ol s Slaag cn
W3S o Sy 2L o le o

Olidss 3 sladle js Sw s Jdos 5 2L 4 oo
o SR, el Lol il Loty sl sl
Sl @ S0 S L s e Do g 4
Lty Yoo F Ul 5o ol 5 3o w358 o0 s5La0 T 5
.| =5 glesbla 5o Sl oS 63U Sy s sl
Sl ks St Jlazs 55,8 15 L LT oiles s 1)
ot Sl aable 5s OF cuiS sans W g Gl
sl o 3 g o shasl IS5 4 T o palols Jas sl
Vi 31630 Sl e (6 m S Load dlne Sy
5315 Ll ) IS Sy (515 a0 1S) 58 s
{(Sadigh et al. 2004) slos S aulee (63 0 arlllas & LJB
5 Sy Jlo Sl S YooY P s (lealllan s
.(Vairavamoorthy et al. <ulsu s 451, @l—w,ﬁ 6\“r3--:-
2007)

Jdos 5,56 555 20l (S8 s bt ¥ e 04 L s
ol CiS Slagag Ll o3l (e delde (56 S
350 Sl )5S s gt ol SLE) G bt 51 S
Jloz>| i & o @L“J Sl o 4 g 03ls 513 om s
YoV Jls s (Lee et al. 2009) coul azsls ,y ol s 51
Cla sl Glal sloalols Sy o s 225
ol iy el 5 o Jlazsd LT slie 2 (536 ol 53
a0 8 LS G plig) 5528 s glolele 5o 0T 5,08 5

ullsld g ol daa 'y



dx.doi.org/10.22093/ww;j.2017.45906

g S e il glotilols Koy i)

ol ol 3l 5 G oml 3 olo s S (B G
(Brashear et al. 2007; ol 48,8 &y 50 b ol S Sy
4o Camd B9, =) & e Assistance Information 2012)
50 Jordl s ) Soss ) Sy L5 Glagzss s
Sl 3 oam BB 5 T sy Sy sl ¢l patie
5 Laslae 45 550 sl snd S 0N 5 O wlils
5o oot b b Joally ss S o sud salizal sla S
sl glaall 5l s ols i SO et s Ly 5o sy
sl 03 5 OIS

Wl S I Sy b3 sl e oo
23
315 55 oo ol 31 G tla s 5l sl -dsl S
S G anly glaShls Jlo 5 Sl Shlas Sk 5,0,
TR S FSRCRI PP IV F S PO AT N JC:
n 6l b e glind 5 bojlre s b iilale Ll
oremets Olanug pl Sl s Oolls ud bl 5l cwld
Tty
Slag d> e opl 50l ag sanes, 5 ol e (\f
i Lgead oLl b, dble et <15
S8 sama sy el 8 b g e slal 5 Lol
G=b sam J>l e (slm YU 5Ll b Sl g a5
8 anl 5 bl (e farll sz
Syl ol o8 el 53 16yl 3l =g g oS
b st Lol Slag ol s ol slamlls
a5 Lajlae 5 m goo b5 do e alasdin
Sl ol o
rt—f )53 do e an JooSS iS5 (b5 —rJLR (@
S Slaie 358 o0 asde dble 5l Cand o S i

.LLT@CA“)‘L.’\ daly 5l Ced o 6l
Sy slda = wag x ol 35,0 6;1-3-;%*-:-*T (\)

Olser 5 s 53 232 2 Suanl Y il 55 (o lls 555

A ol g s adle o Sl o S ools
23 S on et B sy sie Gl b Sl s
L ailio (gl 55 50 il ol bl o iy

1 dlsligulda

G (S5, =Y
Lot et T el Sy 3 (5T Gl ol 5o
5 el 31 osli ol L bl oyl sla ks 5 Sl g 6150
534S Joole it atblay 5 Ol e pudign 53005 5131 L aolas
5 lolid wud jas e Ll awsisem g olass ) Jour
o 335 035> o) hsate Slag ol s (& slazlls
ol 5y LS5 5 (o B S s litedy 123 513
N3, a3Y7 as o ol olils o (as 055 e
walsl 3 a8 Sy o, 6SuSe gb () dsar) <38
Lo ol 31 S o il Ol s sl g5 ssls s 8
308 pasda o o ls o 5l S (ol s 5l Case

.(Brashear et al. a3 s alols j3 sl Olunag e
2007)

O el SLT-Y Jgor
Table 1. The statistical population of expert subjects

Ll 9f Level of education Number

expertise

.. PhD 8
Civil
Engineering MSc 7
. PhD 6
Passive
deffense MSc 5
Sy Shay- V-V

ke cidise lass g s Sws s il 51 il il
Sl s Sl Sy S i Lol 5 lsiety wazge
Olseas Iy So s syl SA e d> 51 .(Aven 2011)
Sy 3 ks 5l 80 Ol ous ks Jlesl 5l S
Sy S e slasluslinl 5 ok Sle 5 wils e o132
(Torres et al. 2009; ASME 2006; cwlld |y 5 Sy asbe
FEMA 2003)
a8 s b 5, SO g Sl Jlasl oM sbe
Sy o 5 bl shtee ool (6,68 ST lale (gl
3 on9id iar sladeadly s (ONSB 5 T sy s
ol s Sumae o s g0 bJanly s ol el an 5
5l Sy e G L gl sl Sy

! Risk Analysis and Management for Critical Asset Protection
(RAMCAP)

I#97 JLu & aglods PA aggn



dx.doi.org/10.22093/ww;j.2017.45906

g S e il glotilols Koy i)

b lols (b3l 5 ipo 5 sl p8-) Y
e S s ls 3525 sikiia gloasly Sl T Sl o355 s
Lo ns s a5 (6ls) slaplazs L oIS
(s St S Uil by las 5lay syl sl o 3l
Sl Lpply Sl o slo el 5 15l (Lot
L1355 2 S

oo gad a8 s e an ol Sbl sk
e kel g ud omsshael Slme a0l 2l s e o lls 51
RO ORI B ) oSl el b olols 51 e

39l 0 s3ls C:..cj: sl s )l.:.suuo.u_\

okl 55 l-ll
Sio e3Y il ol (Jus 5ol galal 5l 5 sk
=l bl 55| pasia jsba ol g e DByl 8 Cl
51 S » (Assistance Infromation 2012) 5 s |
bl oS ol golassl 5,0 glyls (_;“L.;,J abolu b ol5ls
Gl gl olls 51 G p &Y Joar 53 kb0 (255Lel 0

(Assistance Infromation 2012) ol sud ssls s 5e5 Sl M

O Gotdngaml 43 s 2530 052 Slasito 5 by ug
sleriy (S bt s 93500 oS (Sl ans e 0l 1 52
03 B S Gk il ST es 358 Jole aw o gl S 0
S oS Syt s Glie s sl s wish 4 S kS s
258 dlne Jols w05 Lol

S ol 53 iy saalS glaasy 05 S o las -y (8
b e, Lacad (iS55 85 8 (oS el 0l 500
S35 4 4 S SRl 6l 5L a0 SLeludl 5 wisd xS
Sy Sin ot paste 31t alo o ol ol 8 o
D T AUPE K NG RN
Sl s rsn Sy 2 L dblis gzl LS d>
53 ol sy oe b Sl i b glacsis 5 e
s ool ot JalS gl ayl ol | IS5

Cow g @l}a -y
J_Iafl_’.‘."\)ﬁa.,\ATCa_»)M G{L’.‘J w)j@d&jﬁj\déuw\)é
w3 5550 0ol G35, e D) son dslaz 5 =l o

ol s &1 s sae a4 sz_i-;wT 5)3Tji‘

Step 1: Asset Assessment

Step 2: Threat Assessment

Step 3: Vulnerability Assessment

Risk management process

\

4

Cost-benefit analysis

Analysis of options for
changing vulnerability and risk
reduction

Risk Assessment

Decision making

Fig. 1. Risk assessment model following Ramcap method
(Brashear et al. 2007; Assistance Information 2012)
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Table 4. Unique componenets of the assumed property

Row Assets Value
1 Office and command buildings 4
2 Dams 9
3 Water treatment plant 7
4 Reservoirs and pumping stations 4
5 Water transmission lines and distribution 6

networks
6 Telecommunication systems and information 3
networks
7 Wells 3
8 Hydroelectric power plants and generators 3
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Tabel S. Scoring and quantification

Mark  Value Score range
A 1 1-5
B 3 6-10
C 6 11-15
D 8 16-20
E 9 21-25
F 10 26-30
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Table 6. Evaluation of assets
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Table 2. Index and criteria used for economic value

Row Assets Value
1 Office and Command buildings 4
2 Dams 9
3 Water treatment plants 7
4 Reservoirs and pumping stations 4
5 Water transmission lines and distribution 6
networks

6 Telecommunication systems and 3
Information networks

7 Wells

8 Hydroelectric power plants and 3
generators
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Table 3. Performance of centers and facilities

Index Total Variation Final

Assets  score range  score Row Assets Value
Office and command buildings 11 C 6 1 Office and command buildings 3
Dams 27 F 10 2 Dams 9
Water Tteatment plants 24 E 9 3 Water treatment plants 8
Reservoirs and pumping stations 17 D 8 4 Reservoirs and pumping stations 6
Water transmission lines and 12 C 6 5 Water transmission lines and distribution 2
distribution networks networks
Telecommunication systems and 8 B 3 o
T —— 6 Telecommunication systems and 2
Wells 12 C 6 information networks
Hydroelectric power plants and 12 C 6 7 Wells 3
generators 8 Hydroelectric power plants and generators 3
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Table 7. Scoring and Quantification

Row Threats
1 Air and missile attacks
2 Sabotage and bombings
3 Cyber attacks
4 Terrorist attacks (water pollution)
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Table 8. Components of damage intensity index

Row Intensity Threats Value
| Destructive  Air raids and missile 9
attacks
2 Severe Terrorist (water pollution) 7
3 Average Sabotage and bombings 5
4 Low Cyber attacks 3
i bl -0
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Table 9. Componenets of threat history

Row History Threat Value
1 Air ridas and missile attacks Very high 9
2 Terrorist (water pollution) Very high 9
attacks
3 Sabotage and bombings Low 4
4 Cyber attacks Low 4
Credd (2l - z
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Table 11. Threat evaluation

Index Final Variation Total
score range score
Threats

Air raids and missile 27 F 10
attacks
Terrorist (water 24 E 9
pollution) attacks
Sabotage and bombings 14 C 6
Cyber attacks 12 C 6

aobas s s bl —\Y oo

Table 12. Weakness and encounter criteria

Row Description Score
1 Office and command buildings 5
2 Dams 8
3 Water treatment plants 7
4 Reservoirs and pumping stations 6
5 Water transmission lines and 3

distribution networks
6 Telecommunication systems and 3
information networks
7 Wells 8
8 Hydroelectric power plants and 4

generators
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Table 13. Indices for protection weaknesses and
defensive measures

Protection Weaknesses and defensive

ROW Value
measures

1 Office and command buildings 5

2 Dams 8

3 Water treatment plants 6

4 Reservoirs and pumping stations 6

5 Water transmission lines and distribution 4
networks

6 Telecommunication systems and 3
information networks

7 Wells 4

8 Hydroelectric ~ power  plants  and 4
generators
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Table 10. Components of enemy power index

Row Ability Value
1 Air raids and missile attacks 9
Terrorist (water pollution)
2 8
attacks
3 Sabotage and bombings 5
4 Cyber attacks 5
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Table 15. Components of detection probability index

Row Detectability and identifiability Score
1 Office and command buildings 5
2 Dam 9
3 Water treatment plants 8
4 Reservoirs and pumping stations 6
5 Water transmission lines and distribution 2
networks
6 Telecommunication systems and 2
information networks
7 Wells 1
8 Hydroelectric ~ power  plants  and 4
generators
3 S 5 gra3tial =P s
Table 16. Scoring and Quantification
Range Value Mark
1-6 1 A
7-13 3 B
14-20 6 C
21-27 8 D
28-34 9 E
35-40 10 F
Srdoal 2L -V doas
Table 17. Vulnerability assessment
W Final Variation Weighted
Assets  score range mean
Office and command 20 C 6
buildings
Dam 33 E 9
Water treatment plants 28 E 9
Reservoirs and pumping 24 D 8
stations
Water transmission lines 11 B 3
and distribution networks
Telecommunication 12 B 3
systems and information
networks
Wells 9 B 3
Hydroelectric power plants 17 C 6

and generators
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Table 14. Componenets of accessibility index

Row Accessability Score

1 Office buildings and Command 5

2 Dams 8

3 Water treatment plants 7

4 Reservoirs and pumping stations 6

5 Water transmission lines and 2
distribution networks

6 Telecommunication systems and 4
information networks

7 Wells 2

8 Hydroelectric power plants and 5
generators
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Table 18. Assessment of the risks associated with all the assets of the urban water supply

Vulnerability Threat Asset S Risk
Assets Threats assessment  assessment assessment assessment  Jevel
miseile attacks 7 6 7 04 MERT
Office and command buildings
Sabotage and 3 3 4 36 Low
bombings risk
Cyber attacks 6 7 8 336 High
Terrorist (water 1 1 5 5 Low
pollution) attacks risk
Air riads and High
missile attacks . . 2 I risk
Sabotage and Low
Dams bombings . < © 2 risk
Low
Cyber attacks 4 3 4 48 :
risk
Terrorist (water High
pollution) attacks 2 2 2 2 risk
Air riads and High
missile attacks 7 7 8 392 risk
Sabotage and 6 5 6 180 Medium
bombings Risk
Water treatment plants Medium
Cyber attacks 6 5 6 180 -
Risk
Terrorist (water Medium
pollution) attacks 6 > 7 210 Risk
- Medium
Military attacks 6 5 6 180 Risk
bontbungs 4 4 6 % ik
Reservoirs and pumping stations g Low
Cyber attacks 2 1 2 4 :
risk
Terrorist (water High
pollution) attacks 0 0 0 2 risk
Air riads and Low
missile attacks 2 3 4 24 risk
Sabotage and 3 3 4 36 Low
Water transmission lines and bombings risk
distribution networks Cyber attacks 1 1 2 5 I;g\lzz
Terrorist (water Medium
pollution) attacks 6 6 8 288 Risk
Air riads and Low
missile attacks . . “ = risk
Sabotage and 3 2 3 18 Low
Telecommunication systems and bombings risk
information networks Cyber attacks 5 6 7 210 M}%i;llim
Terrorist (water 1 1 2 2 Low
pollution) attacks risk
Air riads and 1 1 5 5 Low
missile attacks risk
Sabotage and 3 2 3 18 Low
bombings risk
Wells Low
Cyber attacks 1 1 2 2 risk
Terrorist (water High
pollution) attacks 7 7 8 392 risk
Air riads and Medium
missile attacks © © [ 2 Risk
Sabotage and 5 5 6 150 Low
Hydroelectric power plants and bombings risk
generators Cyber attacks 4 5 7 140 I;l(;;(v
Terrorist (water 1 1 2 5 Low
pollution) attacks risk
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