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Abstract

The water supply network is one of the most critical infrastructures of human societies, which could

cause illness or death in many consumers due to its expanding nature. Water pollution is one of the ways
of spreading biological pollutants among the population, which is known as bioterrorism today.
Biological contamination usually occurs with the use of pathogens and biotoxins. Therefore, recognizing
the vulnerable stages of the water supply network against various pollutants is of particular importance. In
this research, in the first stage, a selection of five pathogens (Bacillus anthracis, Cryptosporidiosis,
Francisella tularensis, Vibrio cholerae, Shigella) that are more likely to pollute water sources have been
made. Thus, employing each component of the water supply system (including raw water source (dam)),
Raw water storage tank, water treatment plant, treated water transmission line, treated water tanks, and
distribution network (30 scenarios) were defined. In the next step, using multi-criteria group decision-
making and employing three main criteria (vulnerability of each water supply stage, the amount of
contaminant damage power, the amount of contaminant risk in each of the water supply stages) and their
sub-criteria, the weight of each criterion was determined from the perspective of decision-makers by
utilizing GFDM software. After analyzing the scenarios, the risk level of each scenario was ranked.
Scenario 26 created the most risk, which consists of introducing the pathogen Bacillus anthracis into the
distribution network. The entry of contamination into the distribution network due to high availability and
lack of subsequent treatment steps, as well as the slight chance of preventing the contaminant from
reaching consumers, can cause many diseases and deaths. Furthermore, it has a high resistance against
chloride and is stable in water, so the entry of this contaminant into the distribution network can be
dangerous. Considering the existing conditions, recognizing and calculating the risk of different scenarios
can lead to readiness and increase the speed of action in response to possible biological attacks.

Keywords: Water Supply Network, Biological Attacks, Multi-Criteria Decision Making,
Passive Defense.
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Table 1. Biotoxins in bioterrorism with the potential to threaten water reservoirs

Has it become a

Biotoxin biological weapon? Stability in water Chlorine resistance
Botulism toxin Yes Stable Inactlvates.at 6 ppm in 20
minutes
Toxin T-2 Likely Stable Resistant at 100ppm
Ricin Yes Stable Resistant at 100ppm
Saxitoxin Likely Stable Resistant at 100ppm
Microcystin Likely Probably stable Probably resistant
Aflatoxin Yes Probably stable Unknown
Staphylococcal enterotoxin Likely Probably stable Unknown
Tetrodotoxin Likely Probably stable Disabled at 50ppm
Anatoxin A Unknown Deactivated within a few Probably resistant
days
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Has it become a Infectious
Pollutant biological Stability in water Chlorine resistance dose Vaccine
weapon?
Bacill . -
actiius Yes 2 years (spore form) Spores are resistant 5000-8000 Yes
anthracis spores
Cryptosporidiosis Unknown A few days or more Resistant 10-100 pieces No
Francisell At i .
ranetse 'a Yes Up to 90 days .t ppm, 1 ! becomes 10-50 pieces No
Tularensis inactive in 10 min
Vibrio cholerae Unknown It survives perfectly Kills quickly 10-500 pieces No
. At 0. it 1 .
Shigella Unknown 2-3 days £0.03ppm, itis 100 pieces No

deactivated in 10 min
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Table 3. Scenarios of biological attacks on the water supply network

Scenario Water supply network stage

Scenario 1 Water supply sources (dams) Bacillus anthracis
Scenario 2 Water supply sources (dams) Cryptosporidiosis
Scenario 3 Water supply sources (dams) Francisella Tularensis
Scenario 4 Water supply sources (dams) Vibrio cholerae
Scenario 5 Water supply sources (dams) Shigella
Scenario 6 Raw water tanks Bacillus anthracis
Scenario 7 Raw water tanks Cryptosporidiosis
Scenario 8 Raw water tanks Francisella Tularensis
Scenario 9 Raw water tanks Vibrio cholerae

Scenario 10
Scenario 11
Scenario 12
Scenario 13
Scenario 14
Scenario 15

Scenario 16
Scenario 17
Scenario 18
Scenario 19
Scenario 20

Purified water transmission line
Purified water transmission line
Purified water transmission line

Raw water tanks Shigella
Refinery Bacillus anthracis
Refinery Cryptosporidiosis
Refinery Francisella Tularensis
Refinery Vibrio cholerae
Refinery Shigella
Purified water transmission line Bacillus anthracis
Purified water transmission line Cryptosporidiosis

Francisella Tularensis
Vibrio cholerae
Shigella

Scenario 21
Scenario 22
Scenario 23
Scenario 24
Scenario 25
Scenario 26
Scenario 27
Scenario 28
Scenario 29
Scenario 30

Purified water tanks
Purified water tanks
Purified water tanks
Purified water tanks
Purified water tanks
Distribution network
Distribution network
Distribution network
Distribution network
Distribution network

Bacillus anthracis
Cryptosporidiosis
Francisella Tularensis
Vibrio cholerae
Shigella
Bacillus anthracis
Cryptosporidiosis
Francisella Tularensis
Vibrio cholerae
Shigella

Journal of Water and Wastewater

Mol qu:u

Vol. 34, No. 1, 2023

VEY Jlo ) sobed FF 50

1%



VY

dx.doi.org/10.22093/wwj.2022.351591.3276

Ohes 5 spie s

ol s S

Vi 55 5 plislone s 5l i 8 Slee 9550 Jbo 5 lia vy
i ol s me (6l 2 5llaals 5 Slasl glaslaie 3 e
D4 S 0] e (o35 ambna Sleslinal b ey 58 ganas
(Zarghami and Szidarovszky, "'_»JLT‘ G & o) Ol g
2011)

Si—
+Si- ’

C = fori=12,m %)

Six

1

GFDM | 331s 5 SaS'b s e 2iz LT ool Jo! o -
el e sl 05,8 it slizal jaasto sy S 53 3l e binsd ol s
BEA s 5 it S skl oo maiit 5 glae yama
NS b el aSuis g (ole gl S s Lo a5y
U ass g Osline Jisu o 5 5 wud oLl e sla i
bz ez e S sd pasie T Usur s 5ol o 5Ll
S5 1y S 55,5 45 5 5 sl8ls plalel 5 ol s

i aslizad 6T Sk 510 Jsar eSS (g5 5 sl

S 0 P W IR [ JAE pP P RC [P
alss glosaz, VI Sloo gas 5 Slu ol K 10 51 S5 0
VN VS B S PP UV CIE U SV PU R
C e 4 S e el 5 ud S Sl e Sle
o=l o i e el il ad dale sas (asite jlma
A slaa S o 5 Gl Do soe el S S o 50
b ol bt ol ol g Sk S0 S
ke glaolS s La ta s oBus 5 5 aass olslul
34 pasde s o gl oLl )8 51 G e kil Sl
Sl o it 4 S 5 s iy ol slsel h ol Sl
Vshigous Osot Gl Skl b tsy 51 (5 55 sle
Gl 5 e gy wi e s b 4 S ki 5V G
5V S s 5 gmy b a3 ool Y] sl
s Sl (st G a5 L ol Seeai o S
J_ao\,lasw.muaxmmuxfﬁ@ﬁu_!b OMeans
S S (51 m sbas 25 2 Coanl (lios & Cod S
le 5SS Ol S 5 L ol s 0 jasiiie
E asda 35l s 5Lz GEDM

Journal of Water and Wastewater

S PPORRESE o B

8 e Sy ol s 5 ol s 5T
o sk (6 S ool S s Sl Sl 3 5 Sl
oy 52l s gz e Ol g 5 6 K0s sy S S el
Lol s o lales (San sloay 58 (alos b s (5305 153,150
Slasl Uy it 45553 DAl 35500 2 Sl o5
s oslean sl b 35,0 s (Sassepn i Laa ulgs
o 2l Yl olse ool Olasl e (g S e
Joe 51 Bl olo Sl 55 w508 T el sl (553
9 6;—:§r~:~—-43 SIS te 1 (Ko 0y 35 5 Shos s5loanar b g
.(Zarghami and Szidarovszky, 2011) szes sl

oalw GSJ‘J fnd L;’JJ—\—Y—*
ol olme ann Jos B9y e 508 5 o sesle 35 cnl
Kb oo b Bolate ulide SO 4 b lire den B9, o0l o

S Y sae S 558 L) 5o o Y sams ol o)
S Cl S e el s b 5§ Gl ol s Shas o 7

S5dp 55 O gk

n
_ Zj=1Wjlij

Si = (")

n .
i, W

O—"J$4§
(‘j shre ans 5l (‘i S Jb s skl 15 (‘j S 033 W;
3 o0 demsla Y dslas L S ]

e 59, -Y-Y-Y

e sl axals 1 JTans |t Ol 5 dols o 2 5 Sl
1SSl 53 ol gl L ay 58 a dols

Wb ool olis 55 e

Si- = \/mfori =12, m ()

Vol. 34, No. 1, 2023

VEY Jlo ) soled FF o0



dx.doi.org/10.22093/ww;j.2022.351591.3276

g S ‘;ILUJ9¢7M ‘;ﬁugwa;,_w o,les u,;?u,‘«éj)/

bog sl 51 S o s ol 095 S asin ¢l GFDM J\J'.é\rjiﬁc.x.in\:g}:.iijéxfﬁmém;bf\c Jod>
Table 4. Decision matrix formed in GFDM software to determine the risk level of each scenario
The
The amount of LR
. . possibility of
L (0 [yl Extent of LG Stability in  Chlorine removal in
Index name Access rate contamination 3 dose of the :
: pollution water resistance the next
from reaching pollutant
Number the consumer stages of
purification
Index data Explanatory Explanatory Explanatory Explanatory Explanatory Explanatory Explanatory
type
Index weight w:0.7766 w:0.6641 w:0.6947 w:0.7005 w:0.7284 w:0.6265 w:0.6047
1 Scenario 1 Much Very much Very much Medium Much Much Low
2 Scenario 2 Much Very much Very much Much Medium Very much  Very little
i Relativel Relativel Relativel
3 Scenario 3 Much Very much Very much Very much muc\il Y muc\il Y litt_lz Y
4 Scenario 4 Much Very much Very much Very much Very much  Very little Rerlflll?cvlf ly
5 Scenario 5 Much Very much  Very much Rerl;lltllcvlf ly Reiitgl\éely Medium Medium
6 Scenario 6 Very much Much Much Medium Much Much Low
7 Scenario 7 Very much Much Much Much Medium  Very much  Very little
8 Scenario 8y, ery much Much Much  Very much Relatively ~ Relatively  Relatively
much much little
9 Scenario 9 Very much Much Much  Verymuch Verymuch  Very little Rerlritllcvf ly
10 Scenario 10+, ery much Much Much Relatively  Relatively Medium Medium
' much little
11 Scenario 11 Low Medium Rerlr?lt;c\i?ly Medium Much Much Low
12 Scenario 12 Low Medium Rerﬁ?cvlf ly Much Medium Very much  Very little
13 Scenario 13 Low Medium Relatively Very much Relatively ~ Relatively  Relatively
much much much little
14 Scenario 14 Low Medium lieelinely Very much Verymuch  Very little lieelinely
much i i much
15 Scenario 15 Low Medium Relatively ~ Relatively  Relatively Medium Medium
_ much much little
16 Scenario 16 Relatively Relatively little lieelinely Medium Much Much Low
much much
17 Scenario 17 Relatively Relatively littl Relatively Much Medium Very much  Very little
much much
18 Scenario 18  Relatively Relatively littls Relatively Very much Relatively ~ Relatively  Relatively
much much much much little
19 Scenario 19 Relatively Relatively littlc Relatively Very much Verymuch  Very little Relatively
much much ) ) much
20 Scenario 20  Relatively Relatively littls Relatively ~ Relatively ~ Relatively Medium Medium
much much much little
21 Scenario 21  Very much Low Medium Medium Much Much Low
22 Scenario 22 Very much Low Medium Much Medium  very much  Very little
23 Scenario 23 Very much Low Medium  Very much Relatively ~ Relatively  Relatively
much much little
24 Scenario 24 Very much Low Medium Verymuch  Very little  Very little Rerlri?cvlf ly
25 Scenario 25 Very much Low Medium Rerlr?ltllcvhe ly Reii?l\éely Medium Medium
26 Scenario 26 Much Very little Medium medium Much Much Low
27 Scenario 27 Much Very little Medium Much Medium  Very much  Very little
28 Scenario 28 Much Very little Medium  Very much Relatively ~ Relatively  Relatively
much much little
29 Scenario 29 Much Very little Medium Verymuch  Very much  Very little Rerlr?lt;cfly
30 Scenario 30 Much Very little Medium Helaively Lkl Medium Medium
much little
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Table 5. Decision makers' opinions and weight of each

Rank Decisive name D, D, D, D,
Decisive power Much Very much Relatively mucl Very much
1 Access rate Very much  Very much Very much Much
2 The amount of time to prevent contamination Much Much Much Relatively
from reaching the consumer much
3 Extent of pollution Very much Rerlri?cv; ly Much Much
4 Infectious dose of the pollutant Welertoely  REIvELy Very much Very much
much much
5 Stability in water Very much Much Very much Much
. . . Relatively
6 Chlorine resistance Medium ‘much Much Much
7 The possibility of removal in the next Much Medium Low Much

stages of purification

/4 R—

Fig. 1. Flowchart
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Table 6. Scoring table of options

Number  Scenarios

Score

1 Scenario 26
2 Scenario 27
3 Scenario 21
4 Scenario 22
5 Scenario 17
6 Scenario 28
7 Scenario 16
8 Scenario 23
9 Scenario 18
10 Scenario 7

11 Scenario 29
12 Scenario 24
13 Scenario 6

14 Scenario 2

15 Scenario 12
16 Scenario 1

17 Scenario 8

18 Scenario 11
19 Scenario 30
20 Scenario 3

21 Scenario 25
22 Scenario 13
23 Scenario 19
24 Scenario 20
25 Scenario 9

26 Scenario 10
27 Scenario 4

28 Scenario 5

29 Scenario 14
30 Scenario 15

:73.25
72.33
70.71
69.87
68.10
66.74
66.45
66.10
61.04
60.01
58.93
58.29
58.08
56.40
56.00
54.28
53.51
53.50
49.94
R:49.74
49.08
48.00
46.10
45.93
42.68
41.63
40.14
38.44
:37.20
:34.04

PRARRPRRARRARPRARARARARARARAR

FPRRPRARRPRRPRRRARR

5Ll s ey s sls plii sucel s 4 b

ool asle (SUs bs slamsa VT jai a5 sl s,
@LM&’T J—=0 03 s s 520 S ]|
o9 33 dpias T 3l EoF S il -
GelS Gl a ¥l sy oy 5o 55 (Solal slonl s
2l LSl b Comsl Jlazs| Sl 500, pirea|
(Ahmadi and Soleimanian, 2020) 45l oLa iass

ol s?b;‘r.h

Journal of Water and Wastewater

TUR B SO VR UM [ | K GRNELL (6 ST AN

ol ie 53 s ol saal Casay LRI Ry BC Sl
Sl S ol Jdsa S el (L3 Sl o 5l s i gam
Jolim a5y pis 530S0 e 4 S s 3 55k
i b s el VU g 2s 5 o s
G0l ped 5 w5 lazy Caslie IS Llie s baeas Y]
Losacs VT o L a8t i os T 1SS 2018 Cr gm ujrs

.5}.‘2‘5»

ML 5 f o O

Vol. 34, No. 1, 2023

\Fe¥ JL«H\ ajl.o.:.\"\“ 093



dx.doi.org/10.22093/ww;j.2022.351591.3276

g G oyl 4 oyl o ofbno iz )

Sl s OF s i ol gl 5wl LS 4 o xiy
oy (g i

el oo s Loy T ool LT s 48 o gy sl s
Ao alad wslin ] (558 Sl 5 0l ke o o5b)
S Cnslin 4 a5 Ly il sl 55 0SS s (61 1 s
ol s 4 s pas sl D0 55 S0 san VI 51 0y S
N SURTEY: J PR AU A JUPSRCIC WP IR g g ISE |
G2elS (K5 s e slowl 5l 6Kty 6l B0 o2 e
53 L el sl ol s il oo 4 o 2 Sl
Slosolin hos gl dinlone s bl s 5z 50 Lyl 5 58 S s
S5 53 e St 23l 5 (ST o g il 5 n il
P JPCE UV PPWIGA WEE

@l:,.\é—a

LR jjis::\_a;)jl_b&\a”bjh&k‘gﬁw\ugw 9
Sk L oS G185 4S5 5 0 ol Sos s lae
.Jj)‘) \)Jg.ij‘j

References

S -§
SLacs b n S 3l (K ol 55 (Sl ]
(0352 =13 il Do sas (5 Jdse walsz gl b Lo e
305 5 (S5 gm D x5 ls Esenl Sl (s s S LS
1y oBaS s e il o cilisin slasus YT 45 S
Sl s Gins blis e lid ojlul s 4 gur & pou
ol (S5 Sam 5 (Sa5 T s, 05 sl (ST
e ol 28l I3l 515 5l (g5l 5 Canas]

St Galise Jol o b gl s o Rags opl o
5 osd e ciline (S35 sbean VT Lo,
St gl Jomlio iyl Ol 5n 2055 plse
o35 Jdse (i 8 s s OF o3bs) Gl
0 Sl s 5 6Sokr sl 0l a1 5 248G a0 4
e 3 5 ey (Gamy 4kl ol 0 357 s 50008 e
D52 5 Y (e s 5 (S8 o o c:t‘;l—? zle
S sl OF s (1m0 1 ol St il 5 0 (S5
3L oo 4 OF als s 3 S 0 T sl ol s JG
o slie &S glouty VT ppatman ol 55 5L 3 st 390 Loy YT

Ahmadi, A. & Soleimanian, J. 2020. Pollution of drinking water sources with biological toxins; potential threat
of bioterrorism. Journal of Marine Medicine, 1, 182-189. (In Persian)

Amirkhani, A. 2010. Epidemiology of tularemia and its role in bioterrorism. Journal of Knowledge and Health,

5, 64. (In Persian)

Ardakanian, R. & Zarghami, M. 2010. Management of water resources development projects. Iranian Student
Book Agency (Jihad Daneshgahi, Pub.), Tehran, Iran. (In Persian)

Ataii, R., Mehrabi-Tavana, A. & Ghorbani, G. 2005. Analysis of the cholera epidemic in the summer of 2005 in
Iran. Journal of Military Medicine, 7, 177-185. (In Persian)

Azadi, N., Mir Hosseini, S. M. A. & Torkfar, A. 2020. Designing sport guild complex with a passive defense

approach to provide shelter during occurring earthquake in Kerman Province. Geography (Regional

Planning), 10, 1-22. (In Persian)

Bakhshi Shadmehri, F., Zarghani, S. H. & Kharzmi, O. A. 2016. Analysis of passive defense considerations in

urban infrastructure with an emphasis on water infrastructure. Geographical Researches, 31, 103-117. (In

Persian)

Bigdelou, M. & Malakoutikhah, A. 2012. Bioterrorism. Shirazi Martyr General Sayad Shirazi Educational and

Research Center Pub., Tehran, Iran. (In Persian)

Bitarafan, M., Joneidi, M. & Laleh Arefi, Sh. 2015. Urban Water Supply Network Design: with Passive Defense

Approach, Emarat Pars, Tehran, Iran. (In Persian)

Journal of Water and Wastewater

Vol. 34, No. 1, 2023

\Fe¥ JL«H\ cjl.o.:.\"\“ 093

\YY



- dx.doi.org/10.22093/wwj.2022.351591.3276 hlSa 5 i fogs

Burrows, W. D. & Renner, S. E. 1999. Biological warfare agents as threats to potable water. Environmental
Health Perspectives, 107, 975-984.

Chandler, D. & Landrigan, 1. 2004. Bioterrorism: a Journalist's Guide to Covering Bioterrorism, 2" Ed., Radio
and Television News Directors Foundation. New York. USA.

Cicirello, H., Kehl, K., Addiss, D., Chusid, M., Glass, R., Davis, J., et al. 1997. Cryptosporidiosis in children
during a massive waterborne outbreak in milwaukee, wisconsin: clinical, laboratory and epidemiologic
findings. Epidemiology and Infection, 119, 53-60.

Donaghy, M. 2006. Neurologists and the threat of bioterrorism. Journal of the Neurological Sciences, 249,
55-62.

Doost Hosseini, E. & Khanjani, M. J. 2011. How to spread pollution in the urban water supply system. The 3™
National Conference on Civil Engineering. Isfahan, Iran. (In Persian)

Ghazizadeh, A., Jalili Ghazizadeh, M. & Ghane, A. A. 2008. Evaluation of water supply system components
from the perspective of passive defense. 2" National Conference on Operation and Maintenance of Water
and Wastewater Systems (NCWW02). Tehran, Iran. (In Persian)

Habibi, M. 2018. Application of hard set method in detecting intentional contamination of urban water
distribution systems. M.Sc. Thesis, Islamic Azad University East Tehran, Iran. (In Persian)

Kroll, D. 2006. Securing Our Water Supply: Protecting a Vulnerable Resource. Pennwell publishers. Tulsa,
Oklahama, USA.

Mohammadian, M., Hosieni, S. A. & Hajiaghaei Kamrani, M. 2019. Analysis of the role of passive defense in
Tabriz with crisis management approach. Journal of Research and Urban Planning, 9(35), 69-82. (In
Persian)

Nasimi, Z., Zarghani, S. H. & Kharazmi, O. A. 2019. The analysis of risk and likelihood of bioterrorism attacks
on urban water infrastructure. Geography and Territorial Spatial Arrangement, 9, 125-146. (In Persian)

Rashidi, Y. 2014. Design of a strategic plan for passive defense in municipal and industrial water and wastewater
forecasting 2025 (case study: Ferdous City). MSc. Thesis, University of Birjand, Iran. (In Persian)

Rice, E. W. 2011. Microbial Issues in Drinking Water Security. In: Clark, R. M., Hakim, S. & Ostfeld, A. ed.
Handbook of Water and Wastewater Systems Protection. Springer. 151-161.

Riedel, S., Morse, S. A., Mietzner, T. A. & Miller, S. 2019. Jawetz Melnick and Adelbergs Medical
Microbiology 28 E, McGraw Hill Professional.

Safari, S., Zarghami, M., Yegani, R. & Mosaferi, M. 2021. Fuzzy multi-criteria group decision making on water
treatment methods for a university complex. Journal of Water and Wastewater Science and Engineering, 6,
30-40. (In Persian)

Shahpari, M. 2017. Introduction to Bioprotection, Boostan Hamid. Tehran, Iran. (In Persian)

Tavakoli, H. R., Sarafpour, R. & Samadi, M. 2005. Water and food bioterrorism. Journal of Military Medicine,
7(1), 75-82. (In Persian)

Tzipori, S. & Ward, H. 2002. Cryptosporidiosis: biology, pathogenesis and disease. Microbes and Infection, 4,
1047-1058.

Zarghami, M. & Szidarovszky, F. 2011. Multicriteria Analysis: Applications to Water and Environment
Management, Springer Science & Business Media, Arizona, USA.

This work is licensed under a Creative Commons Attribution 4.0 International License

Journal of Water and Wastewater Ml 5 Ol dlre

&
Vol. 34, No. 1, 2023 VEY Jlo ) bt FFoyps =





