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Abstract  
The water supply network is one of the most critical infrastructures of human societies, which could 
cause illness or death in many consumers due to its expanding nature. Water pollution is one of the ways 
of spreading biological pollutants among the population, which is known as bioterrorism today. 
Biological contamination usually occurs with the use of pathogens and biotoxins. Therefore, recognizing 
the vulnerable stages of the water supply network against various pollutants is of particular importance. In 
this research, in the first stage, a selection of five pathogens (Bacillus anthracis, Cryptosporidiosis, 
Francisella tularensis, Vibrio cholerae, Shigella) that are more likely to pollute water sources have been 
made. Thus, employing each component of the water supply system (including raw water source (dam)), 
Raw water storage tank, water treatment plant, treated water transmission line, treated water tanks, and 
distribution network (30 scenarios) were defined. In the next step, using multi-criteria group decision-
making and employing three main criteria (vulnerability of each water supply stage, the amount of 
contaminant damage power, the amount of contaminant risk in each of the water supply stages) and their 
sub-criteria, the weight of each criterion was determined from the perspective of decision-makers by 
utilizing GFDM software. After analyzing the scenarios, the risk level of each scenario was ranked. 
Scenario 26 created the most risk, which consists of introducing the pathogen Bacillus anthracis into the 
distribution network. The entry of contamination into the distribution network due to high availability and 
lack of subsequent treatment steps, as well as the slight chance of preventing the contaminant from 
reaching consumers, can cause many diseases and deaths. Furthermore, it has a high resistance against 
chloride and is stable in water, so the entry of this contaminant into the distribution network can be 
dangerous. Considering the existing conditions, recognizing and calculating the risk of different scenarios 
can lead to readiness and increase the speed of action in response to possible biological attacks. 
 
Keywords: Water Supply Network, Biological Attacks, Multi-Criteria Decision Making, 

Passive Defense. 
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� ��%� m21W� +K��� �� B� �I!=O J1N��6 ��_$ �� �� � �$�*�
 ���A1*� ��<	^ ���2K�� �� ��%� �_$��!� ���� j?�& �$��*�

; * '�� � ��%�� +�K��� �� 8�	�� ��	U�-�+���Y� �� �$��*�
��<	^ �%*�0� �_$��!� ���!�.�

�v �*��1$ a!2 �*�� 'e!&��- {<- D�� �2K�� �� �1*�� J	� ��
 ����2# !��	�%	� �v ���$�^!& ?��� �$��N �v	�!	�	�!l��*!1l	�# �

	� �� ��1�" � �� 2��> ��# ?S � ��$��� �� � M���<� �6�!�� ���d
� �$���* ��7� �� 8	 �� �� � ��W1$� � M�%<� ��� +(1"�) �$�*�

� A=& �t�O � �� Oo '�W� �(�*) t�O � D��Y1$� @�O �� ��$�O

 �¡%�� � ���� � A�=& � '���W� ����� � A=& (M�	�!&~}!	��<�*
 m	�.&�4 (�=& �� ���A1�*� ��� �.� �2K�� �� .���<� ��� 6 .����� 

��
� �� � ����6 �� �� 6�*; �* '��� �) �2I� �� .� ��� ��	U�-
� +K��� �� 8	 ; * B��> '�� � ��$�*� '��� � ���<	^ �$�*�

 � +�K��� �� 8�	 �� �� ��<	^ �bO ��d	� ��� .� ��	� � (�$��*�
 � �
$ � $t�$ �� ���A1*� �� ����N� GFDM  ��6��	� �� ��� .� ��� '��
4 (=& '�� 6 ��� �bO '�� � ���!	��<* + 20& �� v- � �� uW"�

�%&� ��!	��<* �� 8	 �� ��<�.

�:�:�� 	E7� %"��� 
� � � � �!& �2I� +K��� �� �$�*� �� �$�!& M���<� +���� ; &�&

� A=& �t�O � D�Y1$� @O �e�l(- ��S1�	� �t�O � �	�Oo �� �$�O
A=& � '��W� ���� � A=& � D�Y1$� @O ���¡%� � ��� �  ���

���� M	�!& (Ghazizadeh et al., 2008).
41� * � ��� �.*� �$�*� ���	����$��� �6�!�� D��(1K� �

�*� ��	� �� �� �
$�41� * J	� �N�, �� �(�> �� �� ��A21W� ���
 ; �* '��� � �# �*� ��� + �"& B?�(K +���Y� �� ��
$ ��	U�-

�� $ '���	 ��	e!�! � (Habibi, 2018).
�¡%� � ��� ; �* ��!�(5 �$�*� ��� �%��$ ���1(� ��	U�-

�¡%� �¡%�� ��� ��*�1*� �S	� '� � �� � �$��� +Y1�� ��� � ����
 ��!� � ��
� '���# ����� �!�7� ��	���� J��o �� ��� ��T$ �� '

+¡"� k >� +�� �2��!5 .�*� �& ��� ���� ��d	� ���* 4�dK �2 �*�
�¡%� �� � ��	� I�N ���!(5 ��� � ��� ��"1$� � �W- �bY$ ��� �2

����� ����$��2� ������7� J ���<T(� � �6�!���� �����(5 ����W� ����$�!&
4� $�6�� ���( � ��� B��A2& +� (0& � ����� J � �� '��$� ���� �� ��

�� k	�, J	� �� �� ��	� �� +(10�� R B�� ����*.(Chandler and 

Landrigan, 2004).
���	�� �$�O��� � ���� ��� 1*� � 2��> �� ��$��� ��1" � �*�

 '��� ��!�� ��# ��d$ �� .���� � 4dK �� �S1�� �
$ '�� ��!� �
; �* ���16��� M���<� ����� �S1��� ���<	^ �_2R �� � ��	U�-

 ��1(#������ .��!�� � J1N�6 ���> � '��� ��U6 � CP& �� ���?5
 ���<� �	^�-�!O � 2��> .��# ����� �	�� � $ � ��!O �!$ ��.� �� M

�� �7�!� +�"� �� �� �
$ J1O�* ��!� �� +���!5 �� �1��U6 .��<#
 '�� � \ (�* ���� � M���<� '��� ��!��� ����� � 4��dK � ���<	^ �

���� �S1�� (Kroll, 2006).
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�:�:%E5cZ�Z#Q ,I5u� D��Z8 
��1#��� �� ���(5 ���A1*� t!
A� �� 4�	���&! � a���	� ���� ��	 ���

�� �. %, t!(* * 8	 '�!<5 ���d	� �	 '��# �(O� �J1"# ���� s?
 ;�5� ��d	� /�� �� �# �*� '��� 6 �	 � '��!$�7 �'��$� �� ���( �
 ������� �� ���*�- ��N�	�� ������ ���	 ���=1>� �� D?1��O� ���"K� �

��� ���# ��� z���"��$ 4	e� 8	 �	 ��	���& ���6 8	 @*!& ��� 

(Nasimi et al., 2019).
(K ���� �	� ( � � ���� � +��!5 � '��W� � �� M��<� �� �2

 �I�O x�!O �	�� ��� �<��� �1���:�2(7 �� 
�2��> ��%&	+� s?* �� e!�!	8�� :����� �1��� �� �	�����Y���

N�#��!& �.���� �1��� �� �_$��!� �C� �& �!� �W- �
�������"1$� �� � ;*�<� ���� :�����$� ��$�(� +K ��!� 
�-	��� ���� �+��> D�Y1$� ����.
�$!A5���	�$^�� 	�\(*��� :����	�� �� �$�!1�	���d � ���(��	�

� ����w��# � �C� /�� �.��7 �� � ���� ��	<(��Y���<�$.
������$!A5 ����'�!&��$ ���<<# ���<<# �	���<�"# �(#���!�� �� �

2��> �!5 ���*	���	� .�<��� �1��� 
�, � '��� D!, ����&	�'�(1 �&PC ��� :��<# p�AK �� �!�O �	���� 

����$� ��*� �_$��!� +0� �� �$�!1� �# �!� pAK � �� ����&PC �
� �� � �<#	J��� �* ��� 41�� �����&	'��(1 � ����$�1�*� ��<O�

.�!"$ 

�'����� ����� �	�- S�" ������%$ a�1�*� �� .(Ahmadi and 

Soleimanian, 2020).
@ 0� �n�AK v$�e �� ��	������	�
& �� �1�*�
N ���	��

a?# �� �# ���� s�� � �� f!��� 8	e!�! � ��	�
& m�21W� ���
�� 4 �Y& �!�7� ����_$ 41�� * �� ��
<& ����!�� J	� �� �g.� .�!�

 ��� �S	� �g.� � �$��� ����6 @�*!& ��$�!& �� �!& �1��	���& ����
� ����	�
& ��(5 z!$ �� +# �� .�$!� M���<� ��� f�%&�� �� 8	e!�! 

'e!&�- :���� �!7� �� J �#!&! � � �� 'e!&�- .�� 4�� $�6�� �� ����
��$� ��1#�� +��� �� a��	� ��� +�S$� � �� J ��#!& .�<1��� ��� ���

\(* ��!���$� B��!7!� @*!& ��� � �!& �\(�* B� I!=O �# �$� �
�S	� B��!7!� ���� �$���(Burrows and Renner, 1999).

'e!&�- +	�%& � 2��> z!(d� �� �1�" � 4�	���&! � �	�
& �� ��
J �#!& �� ����$!($ .�* 'e!&��- z�!�$� �� �	�� ��#!& � ��� J����

 �� ��� '���W� ��	�
& �� 2��> �# 4�	���&! � �� s�b� ���$��� ��
D��7[J �#!&! �)��	�
& �� 2��> ��� 4�	���&! � �� s�b� ���

� (�� '��W� D��7 E�$!($)'e!&�- z�!$� �� �	�� �� s��b� ����
 (��� '���W� �	�
& � 2��> �� 4�	���&! � ���� ��*�.(Ahmadi 

and Soleimanian, 2020).
���b*���Y� �����2 O�����	� *��� 4�� $��!�� ����� '��W� ���
dK�4������	� � ��$� ���Yb<� ���# �*� ' ���2 O '��W� �

��,J&c� �#!&! J���� �� s�b� ���&!	4�2��> �� ��
&	�� '��W��
Table 1. Biotoxins in bioterrorism with the potential to threaten water reservoirs 

Chlorine resistance Stability in water Has it become a 
biological weapon?Biotoxin 

Inactivates at 6 ppm in 20 
minutes 

Stable Yes Botulism toxin 

Resistant at 100ppm Stable Likely Toxin T-2 
Resistant at 100ppm Stable Yes Ricin 
Resistant at 100ppm Stable Likely Saxitoxin 
Probably resistant Probably stable Likely Microcystin 

Unknown Probably stable Yes Aflatoxin 
Unknown Probably stable Likely Staphylococcal enterotoxin 

Disabled at 50ppm Probably stable Likely Tetrodotoxin 

Probably resistant 
Deactivated within a few 

days 
Unknown Anatoxin A 
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��,J /c�$!($ ���	��z�!$� 'e!&�- ���s�b� ��� ���&!	4���2��> ��
&	�'��W� ��
(Tavakoli et al., 2005, Ahmadi and Soleimanian, 2020) 

Table 2. Models of various pathogens in bioterrorism with the potential to threaten water reservoirs  
(Tavakoli et al., 2005, Ahmadi and Soleimanian, 2020) 

Vaccine Infectious 
dose Chlorine resistance Stability in water 

Has it become a 
biological 
weapon?

Pollutant 

Yes 5000-8000 
spores Spores are resistant 2 years (spore form) Yes Bacillus 

anthracis 
No 10-100 pieces Resistant A few days or more Unknown Cryptosporidiosis 

No 10-50 pieces At 1ppm, it becomes 
inactive in 10 min Up to 90 days Yes Francisella 

Tularensis 
No 10-500 pieces Kills quickly It survives perfectly Unknown Vibrio cholerae 

No 100 pieces At 0.05ppm, it is 
deactivated in 10 min 2-3 days Unknown Shigella 

J ��#!& ��� '���# ��!� ���� �1��!# J	�����<� .�$!�� ���W1$� ���
 ��� ��# ���� D��(1K� �1�" � �� M���<� ��� �1�	���&! � B?(K
 �� ��# ��� � ��$�& 8	 +��) �$� ��� � 8�!# �2 O M��<�

���� �����# ���_$ k,�<��) ��� ���Donaghy, 2006.( 
J	� �� �# ��� J	� �� �7!& �� ���`�- � ��%�� ��
�� �$��*�

 �_$��!��!� ���A1�*� �2# �� � A=& �2K�� �� ��%� J	� �� �������
'e!&�- �� @YN ��!	��<* ���A1�*� ��2# �� t��Y� � � �� ���	�- ���

'e!&�- .�� r��$�bO �� ��� 4� J 	�- ������ �� ��� ��W1$� ���
����� � ����( � ���d	� � 2��> � ��! ���$��� �� �� ��J�	� J �<T(�

'e!&�- ����	�- ����	��� ���$��� +���Y� �� ����	� ����Y� �
� ��bO ���d	� ;�7!� B� I!=O J	� �# �$��� �2# �^�� ������

; * � ��%� �1" � ��	U- �� .�� ���!O �$�*� J�	� {<�- J�	� ��
	��<* + �"& ���� 'e!&�-.�$�� ���A1*� ��! 

&:/:&:v#��3B"� wZ
#��Q 
�� �* ����( � +���5 � ��%�� t�6 ��1#�� 8	 v *��1$ a!2 *�� 

D�* ��1#�� J	� .�*� 4O� �6� � ���� B� K ����� � 2��> � �� ��
 ����� �<$�� �b 0� ;*�<�� R @	��� ��]E� ��7�� �1�" � ����>

 �Y& � � ��& B��> �# �"	�� +�� �� ��� 6 +��� ��� ����� '�� 4
�� ���K J	� �� � ��� �� t��Y� ��� �$�!& @ �0� �� �$^!�, B���

��(� �>��) �$�Shahpari, 2017� .(���� �� * ��O� ����4�����!6
1%�$�	� V��� ��*� ������ �# ��!,HF�&�F� �I������! d<���� �

�� ��� ) �!�Bigdelou and Malakoutikhah, 2012.( 

&:/:/:v5AZ5,5�Zx�ZBx53[ 
D��* ��& .��*� ��!2�* +O�� ���%7� +S$� 8	 �t!	�	�!l*!1l	�#

[��[ �
<&�j����6 +S$� J	� �� �6�!� ��!� �� �!�� ��.D��* ��
[��] �� � � ��� -� 8	 ���FFFFF ���	�� ����	� 8�	 �� �A$

���� ��!��� +��S$� J��	� ���� ��!��� �$� ����� � /���=� ���25�$���� 
)Tzipori and Ward, 2002 �� � �� '!�<# ��& .(E]J�	� �� ��$!6

 �# ��� �	�*�<� +S$��4�
� '�!<5 �� �
$ �� �$!6 ��$!6 J	��& ����
��� �N�.� M	�� ��� ��
$ '�� � �� ��# ��$� t!	�	�!l�*!1l	�# '�!�&

 t������- t!	�	�!l��*!1l	�# � (�$����$� ��� &!$e) ��� &!$e t������-
 ��� t�$ �� (���6 �	 � �$�! K � &!$e)��$!A5 ;2R� X5�� �# ����

�� �$��$� �$!�(Cicirello et al., 1997) . 

&:/:4:v#F"�uZ* �F#F"�3� 
���( � �� ��	 ���^!& ���( � '�!� K � '���$� J �� r�1�"� ���

t�$ �� �# �*� m�21W� ���� ��<$�� ) j!�6�O ;�&Rabbit Fiver �(
�?��N �� ;��&Dee-Fly Fever) �������� �����( � �((Ohara 

Disease) �� �� ��$ v ��$�^!& ?�� �$��N ����( � +���5 .�!��
�*� m21W� �$�! K '��W� �� ' ��"1$� �.*� .�*� �$��"$ . ����

 � '����� ���� �$!���A5 +����5 ���� ��� ;����K�� ' �< ��������� B�
���( � !�* �	���	����A<& D�¡��� ��� � B���A1� ' m�21W� ����

��R ��("� ��� y!A & ��	� �	�"K� � �� �����^!�& ���( � .�!�
�� ��� �(��	���&! � � ����¡ � ��<7 ��I�Y� ����� �$�!& B�!�I

�$�"N� ��"1$� �� �� ) �!� �1N�6 ���Amirkhani, 2010 .( 
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&:/:9:�3
[ Z5375� 
���( � �� ��	 ��� ���( � �	 �UR '��!O �C� �� �# �*� �$!A5 ���

 t��$ ��� ���A<� t��6 ��1#��� ��� ��!�� � Vibrio Cholera ���d	�
�� �Y� '��� �*� �� �� ���( � �	�� ���K .�!���� � �� '�����N

� ���1��� �� � '!�O ���"N ����# � ��� �*� ���d	� �d 1$ �� � ��
�� �	�
$ �� �� ��� � �(# ����K ) ���Ataii et al., 2005 .( 

&:/:K:�]#� 
�d$ �� �# �*� '��$� ���� �� ���0� ?S � �. %, J��� D�
�*� �

��� ;��7!� �� �2 �*�� �$!�O 4�� $�6�� .�!��� �?S ��� v<�7 ����� 

+ *�� ��$!A5 .�<1��� ��A<� t�6 ��� ���!�(� V��%	�Y& ?S �� ���� 
'!�O j���6 �� ��
$ 47��
& � �<1��� �����!6 41�� * �� ���0� 

����#���$ V?���� $�6�� .���*� ����4�� � ��������� ���� ?S����� B����

<1����.(Riedel et al., 2019).

�:>�� � ��Z� �!
�:�:�!Z5��I� 

��<	^ ��	� z!<& �� �7!& �� $ m21W� B� I!=O �� B��A& � ���

� 41��� * +��K��� �� 8��	�� '�!��� B����A1� ����_$ �� �$���*�

 J�	� �� +���5� R ��<N��- �� s�b� ����1����- ���`�- �� 8�	��
� +K��� �� �$�*�G��� ��W1$� ��<	^.�*� 

D�����7 ��]��%���� ����� 8���	e!�! � B?���(K ���!	��<���*)
� � ��%�� ��� 8	e!�! � B?(K ���!	��<* (�$�*� �� �$��*�

 J1N��6 ��_$ �� ��� � m�21W� ����� .� �� ���A1*� �� � �$��� + �"&
4 (=& �_$ t�$ 8(# �� '�� 6 ���N�GFDM !	��<�* ��� �bO '�� �

.�*� ��� �%*�0� 

��,J 4c!�! � B?(K ���!	��<*� ��%� �� 8	e �$�*� 
Table 3. Scenarios of biological attacks on the water supply network 

Water supply network stageScenario
Bacillus anthracisWater supply sources (dams)Scenario 1
CryptosporidiosisWater supply sources (dams)Scenario 2

Francisella TularensisWater supply sources (dams)Scenario 3
Vibrio choleraeWater supply sources (dams)Scenario 4

ShigellaWater supply sources (dams)Scenario 5
Bacillus anthracisRaw water tanksScenario 6
CryptosporidiosisRaw water tanksScenario 7

Francisella TularensisRaw water tanksScenario 8
Vibrio choleraeRaw water tanksScenario 9

ShigellaRaw water tanksScenario 10
Bacillus anthracisRefineryScenario 11
CryptosporidiosisRefineryScenario 12

Francisella TularensisRefineryScenario 13
Vibrio choleraeRefineryScenario 14

ShigellaRefineryScenario 15
Bacillus anthracisPurified water transmission lineScenario 16
CryptosporidiosisPurified water transmission lineScenario 17

Francisella TularensisPurified water transmission lineScenario 18
Vibrio choleraePurified water transmission lineScenario 19

ShigellaPurified water transmission lineScenario 20
Bacillus anthracisPurified water tanksScenario 21
CryptosporidiosisPurified water tanksScenario 22

Francisella TularensisPurified water tanksScenario 23
Vibrio choleraePurified water tanksScenario 24

ShigellaPurified water tanksScenario 25
Bacillus anthracisDistribution networkScenario 26
CryptosporidiosisDistribution networkScenario 27

Francisella TularensisDistribution networkScenario 28
Vibrio choleraeDistribution networkScenario 29

ShigellaDistribution networkScenario 30
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4 (=& B�0 7�& � /���� 4 (�=& .��*� ���$� 6 ' t�21��� ��� 6
�<	�6 �# �*� � $ ��S	� �������J �<� �� .����� �!7!� ��W1$�

�<	�6 ���(& �& �� $ ��� $ �����!� ��!�� �	�*�<� J¡(� ��� ����
 �/������ ���� ;��*�<1� ���# �!��� ����W1$� ��!��� J	���1
� ���*� t�^
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4 (=& ��*� ���W1$� 425 ��� 6 .��� J	��1
� ���W1$� �D���� '�!�<5

 + �* �� �n�AK �����¡��� J	��& ���
� � J �P& ���� ����<N
�< 
� �	 ��S(� �'�W� ��¡2(5 ���* 4 (�=& B?��"� �� � ��� 6

) �<1�� ��W1$�Zarghami and Szidarovszky, 2011.( 

�:�:�:��� %"A� t�J >�� 
���* j�� J	� �<� + 20& j�� J	�&�����#�- � J	�& .�*� ��� .�

 ��� +	�%& /��.1� a� Y� 8	 �� ���� .� �(� �j�� J	� �� .�$!��
 � �AI J � V̂ !(.� �a� Y� J	�[�� �� 1O� ���5 �# �![�S$�	�($ �

�<	�6 ��W1$� .�*� ���2(5 J	�1
� �� �� ����Y� a��*�Si��# ��*�
�� �� m	�.& �	� B�!I �!� 

)[(Su = ∑ wxyxzJ �rx
∑ wxyxzJ

' �� �# 
w{�� .� '��j� t�	ru{ �<	�6 D���$ �� 1��i��� .� ��	� �� t�jt�

 �# �*�����.���H�%*�0����!�.

�:�:�:F?�* >��#v
�� �	Jj�� �6 ��<	 ���W1$�����	����&!# ��&	J�2�I�N �� ��!�7 

�	��D�� �1"	J�2I�N �� ��!7 R ��	�����Y� .���� �1��� �� D
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�� &�& � ;	� ���� '�"$ ���$!� 

)E(Su∗ = �∑ (vu{ − v{∗)�8{�9 for	i = 1,2,⋯ ,m 

)](Su� = �∑ (vu{ − v{+)�8{�9 for	i = 1,2,⋯ ,m 

' �� �# 
vu{ �!� D���$ ���Y� �<	�6 ���2(5 '�i��� .� �	� �� t�jt��v{∗�v{+
���� ���� .� ������ �!2b����$ � �$����� ��������Y� ;�� &�&j.�<1���� t�

�%&� �<	�6 ��<� �%�$ ��	��$ �%*�0� �� ���A1*� �� ��cu∗��� �<	�6 ��
��	� ��!7 ��� �*� �� D ��	(Zarghami and Szidarovszky, 

2011) .

)�(Cu∗ = �r�
�r∗ /�r�

, for	i = 1,2,⋯ ,m 
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���`��- ���� ����1# ��������(25����$�!� ��*�<1� ���#�� ���� ;��	 �� 8

�W� ����6 ��	��W1$� ��<�$�� B��A1� �W� �� �� ���$�!� ��&
1�� ��<* �� ��	D��7 �� !�.�!� uW"� �t�� ���6 �� ��A$ ���
�

�!q�� ��S"$�� '���1*� � J��$�!� (�=& ����6 ��# 46� ��"& �� � +
�$��� ��� ��(�& D��7 +G.�� ���A1*� �
$ B��_$ �� 

�� ��� ��1������$ t�d$ ��<� .� ��� ��� ����_$ ���� J1N��6	@
��	� ��%� +K��� �� 8$�*��I!=O � B�^	��< ���m21W�

t��>� �.& �� �	m]F��<�*	���� !�� +�K��� $��*�����.vl�* 
�&��	v(�=& 46� ����"& +��� �1�� � ����� �6	��< �%��$ ��� 

�	.�� ��uW"� �%*�0� �����.*�0� �%1�� ������W��� ��	J
B�!I �!� �#	81�� ����B�!I � $������ J�6	��< ����O �2�

�4# �4# 1%�$V��4# �@*!1� �	��� 1%��$V���	O � �� �2���	@�*!& ���
u��=W1� '���1��*� �!$	'�6�<��� ���`��- ��������1# ��������(25�

��W1$� ��.�_$ ��	8��'�*�<���# �������W� uW"� ���
� S$� J�B��_$ 1�� ��'�W� ���_$ �1N�6 ��� .�<T(� J�����

O�� �� �%*�0���W� �� 1�� �� B��� � $����B�!�I ���5����[
&�H����_$ .��� ��1N�6 �J(�L�� ��Y$ ���`�- ��� ����1# ��� ��� 

�*�- ���$ D�Y1$� �� ���� .��K�� �2�.��B��> ��4 (�=& �� 6 ��
���6 (=& 46� '�� ��� �!q��� ��� ��7!& �����*Y����#��� ����d&
=0& B?��5�(=& �� 46 ���$� uW"� ��.vl�* B���_$ ��� 

4 (=& � 6 �%�$ � �� '�� (�� �� ��	�.� �������(�=& 46� ��
uW"� ��.���
$	�4 (�=& �_$ �� � '��� 6 ��� �(#�8t��$ ����N� 
GFDM 1�� ����!	��<* uW"� ��.



^�)8 ��(�� 5���1� ��� +*�#
�� 78 �AM' ��#$% ���' +��)�  ...�dx.doi.org/10.22093/wwj.2022.351591.3276 
118

����� � �� 	
�� Journal of Water and Wastewater 
��������� ����� ����� Vol. 34, No. 1, 2023 

��,J9c�&��	v(=& 46 ���"& +��� ���� t�$ �����N� GFDM ������!	��<* �� 8	 �� �bO '�� � '��# uW"� 
Table 4. Decision matrix formed in GFDM software to determine the risk level of each scenario 

Number
Index name Access rate

The amount of 
time to prevent 
contamination 
from reaching 
the consumer

Extent of 
pollution 

Infectious 
dose of the 
pollutant 

Stability in 
water 

Chlorine 
resistance 

The 
possibility of 
removal in 

the next 
stages of 

purification
Index data 

type
Explanatory Explanatory Explanatory Explanatory Explanatory Explanatory Explanatory

Index weight w:0.7766 w:0.6641 w:0.6947 w:0.7005 w:0.7284 w:0.6265 w:0.6047
1 Scenario 1 Much Very much Very much Medium Much Much Low
2 Scenario 2 Much Very much Very much Much Medium Very much Very little
3 Scenario 3 Much Very much Very much Very much Relatively 

much
Relatively 

much
Relatively 

little
4 Scenario 4 Much Very much Very much Very much Very much Very little Relatively 

much
5 Scenario 5 Much Very much Very much Relatively 

much
Relatively 

little Medium Medium 
6 Scenario 6 Very much Much Much Medium Much Much Low
7 Scenario 7 Very much Much Much Much Medium Very much Very little
8 Scenario 8 Very much Much Much Very much Relatively 

much
Relatively 

much
Relatively 

little
9 Scenario 9 Very much Much Much Very much Very much Very little Relatively 

much
10 Scenario 10 Very much Much Much Relatively 

much
Relatively 

little Medium Medium 

11 Scenario 11 Low Medium Relatively 
much Medium Much Much Low 

12 Scenario 12 Low Medium Relatively 
much Much Medium Very much Very little

13 Scenario 13 Low Medium Relatively 
much Very much Relatively 

much
Relatively 

much
Relatively 

little
14 Scenario 14 Low Medium Relatively 

much Very much Very much Very little Relatively 
much

15 Scenario 15 Low Medium Relatively 
much

Relatively 
much

Relatively 
little Medium Medium 

16 Scenario 16 Relatively 
much Relatively little Relatively 

much Medium Much Much Low 

17 Scenario 17 Relatively 
much Relatively little Relatively 

much Much Medium Very much Very little

18 Scenario 18 Relatively 
much Relatively little Relatively 

much Very much Relatively 
much

Relatively 
much

Relatively 
little

19 Scenario 19 Relatively 
much Relatively little Relatively 

much Very much Very much Very little Relatively 
much

20 Scenario 20 Relatively 
much Relatively little Relatively 

much
Relatively 

much
Relatively 

little Medium Medium 
21 Scenario 21 Very much Low Medium Medium Much Much Low
22 Scenario 22 Very much Low Medium Much Medium very much Very little
23 Scenario 23 Very much Low Medium Very much Relatively 

much
Relatively 

much
Relatively 

little
24 Scenario 24 Very much Low Medium Very much Very little Very little Relatively 

much
25 Scenario 25 Very much Low Medium Relatively 

much
Relatively 

little Medium Medium 
26 Scenario 26 Much Very little Medium medium Much Much Low
27 Scenario 27 Much Very little Medium Much Medium Very much Very little
28 Scenario 28 Much Very little Medium Very much Relatively 

much
Relatively 

much
Relatively 

little
29 Scenario 29 Much Very little Medium Very much Very much Very little Relatively 

much
30 Scenario 30 Much Very little Medium Relatively 

much
Relatively 

little Medium Medium 
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����%& (m�����	+��������������� $������� �����5�:����� �����
(=& 46 '�� ��� ��	����6	��< .� � ��� ����� 7��& ������# ��<��

 � B�����%5 ���� �� �!��O B����_$�� $�����y������<<#������������t���d$�
$ �B�%*�0� ��.� ���D���*�.�*� �
$ 

D���$ (���*����� �Y� :�������	���.� ��������.�� �m21W�
&��A1����� .���� �<��!O�(d& M�	J���� $ �� ����D����$ ���*�
�*�D���$ j�� �1%�� . ��*�CP& ��� ���	�������1$	{���A1�*� 

�� j�� ����20& � +���<� .�� ��� ���$��� ������<�	J��	Jj�� ����	�
	'��� � �� .����	J���`- ������.�G���A1�*� ���' �� ��#ru{ 

� ���� D���$xu{����� �����*� )Safari et al., 2021(

)G(

�����%�� �� .� ru{ = �rx
V��	�	rx

����A<� �� .��ru{ = Vu8	�	rx
�rx

:+3" ��.�� GFDM 
�������� �	�������� ��1
� �6	��< ����- ��
<�"�����$�t����N� 
(=&4 6 ���<� �.�� ������N �����6 GFDM  ���A1�*� ��� .��	J
t�$ ���N� �� �7!& �� B��_$ 4 (=& �'�� 6��1�� t��>� ��� .& � J'�� 

.� ���� ���# �vl* �� ���	�Y� j�� ���� �y������� ����� a��*� 

j�� �!7!� ��1$	{+I�K ��� �� a�*� !���	��(�� �.� ����� �
��� 4 (�=& �� 6'�� uW�"� ��� .��<# �� ��	J��W� t��$ ����N� �� 

j�� ��� TOPSIS�$�� M(7����*���A1*� �*� ��� .��M�>�� 

��1�� �� 8(#	8* 41� � �<(�!� Jj�� �� '� � ��������W1$�
�"$ t�d$� .�	J�� ��W1$�	8��6� '!$��>c��� � ���S$ B�!�I ��	� 

�*�:
�&�� �� �6�	v(=& 46 ���6 ���.&	�<������.& m=$ �� �1(#

.� ���� �����$�� M(7 j�� ��S$���� ����* ���1
� ����2(5 �,��O
� ��W1$��R �� .�!� ��	JB�!I�j�� �� TOPSIS����t�d$�

 ���A1��*� B�%��*�0����� �!���.(Ardakanian and Zarghami, 

2010).J �<T(� �����	J���`��- .��*����� ��(��=& 46�� '�� 
u=W1� ����d& �� �� ��W� ���� @%&��� ��� ���`�- J�	� 8�(#

.�!� �1N�6 
.� �����2I������(=& 46� ������* .�� ��2�I��� ��	�

.� ���� ��� '�!<5 �# �$�B��%5 :�� �$� 
����� .� ��	� � ���� .� �� �� j?& ���� .� ��W1$� ��	��# �

1��" � ; ��* '���� � �� �� ���Y$ J	� B?��(K +����Y� �� ��	U��-
 �!�� ���A1*� �$��� ��	e!�! �.������ .� ��	� � ����� .� J �<T(�

��%� �1" � �� � �1��� � �!(5 ��� ��W1$� � ��� ���
�� �$�*�
 h���I '���
7 ����!��"# ��������<# ���	� � ������ .� ����W1$� �� .
��<	^ �� f!��� ����� .� ���A1*� ������ ��	e!�! � B?(K ��

���� .� �� j?&	���<	^ � CP�& ��!�� �� �� � (�� J	�1" � �# �
!� ��W1$� �$��� ��	e!�! � �2(K B�!I ��$.�

; * '�� � � +K��� �� 8	 �� ��	U- �$�*� B���%5 :�� ��$� 
�� '�� 2��>�� ��*�1*� ����� '�� '����� �����6!��27 ����*� �� '�

^	��< ��/�=� ���<<#� '�� 6��1�6�6�!����W- B�!�I ��
^	��<.
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�$���*�� +��K��� �� 8��	 ���� �� ����<	^ ���bO ����d	� '���� � 
B��%5 :�� �$� ^ /U�K '����	���< ��.� +�K��� ����$��*���

A=& �.

:^��#$I* +3" ��.��GFDM 
D����7 ���)�&����	v(��=& 46�� �����"& +t���$ �� ����� �����N�

GFDM ����(��!	��<�* �� 8�	 ��� ��bO '��� � '���# uW�"� 
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Table 5. Decision makers' opinions and weight of each 

Rank Decisive name D1 D2 D3 D4
Decisive power Much Very much Relatively much Very much

1 Access rate Very much Very much Very much Much
2 The amount of time to prevent contamination 

from reaching the consumer Much Much Much Relatively 
much

3 Extent of pollution Very much Relatively 
much Much Much 

4 Infectious dose of the pollutant Relatively 
much

Relatively 
much Very much Very much 

5 Stability in water Very much Much Very much Much
6 Chlorine resistance Medium Relatively 

much Much Much 

7 The possibility of removal in the next
stages of purification Much Medium Low Much 

Fig. 1. Flowchart 
DE��c�($�$�� 

D��7 �� G)(=& B��_$ 46 '�� �� '�� ��	8($� ���� ��_$
(=& 46 ��$� �����.� ��� � ���<T(� � J(�=& ��� '�� 46 ����$� 

�� �Y� B�!I��� $����� (=& t�$) �*� 46 '�� ��/���K B�!I
�%A���2S$� ����!q��� ��� ��7!& ��� .(��*� ���� ���� �����* �Y
����#��� �����d&��=0& B?����5�(��=& ���� 46 �����$� ��'����
(=& 46 ��$� .�*� ��� '�!<5 

:,"�� ��" 
+�� ��[($�$��)�(j�� +�# ���`�- ��� �� � 8 &�(�� B�!�I

���� '�"$ B���!2N ;��> .�*� ��� 

4:P=Q � O5�B" 
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� .�*�	J�1$	{#�K���# �*� ' �!	��<*E���� ��� 1�� J	�1" � 
���� (��=& B����_$ a���*� 46�� '�� �����# ;���# � ���� ���# ���*� �1��" 

���`�- �����(25 ���<$�� )Nasimi et al., 2019(� �� �	J�� ��< 
4� $�!O�����r�$�bO !	��<* J	� . ��%�� �� ��	e!�! � �2(K J	�&

� 'e!&��- '��# ���� �� �# ��!� ��!	��<* J � �� �$�*� �*�� a!2 
*��1$ v�#� +��5 ��(�* ��4O� �*��M	�!& ��%� �� � ��

�� �����Y� ��2# +���Y� �� � ��*� ����	�- � �� 'e!&�- J	� .���
 ����� ���	� ��� M	�!& ��%� �� ��<	^ ���� �� �N�, �� '���� +� ��

 � A�=& �!%$ � �6�!� ��"1$� �� �� 6!27 � u W"& ���� 4# �� ��
 !	��<* .���� �� �bO J	�1" � ���.� +K��� ��EH��� ���.� ��%&�
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 �� ���*�� a!2 *��1$ v�*� ��� ���� � A�=& � '���W� �+� ��
 t��d$� � A�=& ���.� +�K��� �� � ��!�� �1" � �
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�($ �!��J <T(���'� *� �� �� 6!27 ���� �N�# '��� �!%$ + �� 

Creating scenarios 
Selection of decision 

makers 
Determining the weight 

of decision makers 
Determination of criteria 

and sub-criteria 

Determining the weight 
of sub-criteria 

Determine the score of 
each scenario Using GFDM software and ranking scenarios 
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Table 6. Scoring table of options 

Score ScenariosNumber
R: 73.25 Scenario 261
R: 72.33 Scenario 272
R: 70.71 Scenario 213
R: 69.87 Scenario 224
R: 68.10 Scenario 175
R: 66.74 Scenario 286
R: 66.45 Scenario 167
R: 66.10 Scenario 238
R: 61.04 Scenario 189
R: 60.01 Scenario 7 10 
R: 58.93 Scenario 2911 
R: 58.29 Scenario 2412 
R: 58.08 Scenario 6 13
R: 56.40 Scenario 2 14 
R: 56.00 Scenario 1215 
R: 54.28 Scenario 1 16 
R: 53.51 Scenario 8 17
R: 53.50 Scenario 1118 
R: 49.94 Scenario 3019 
R:49.74 Scenario 3 20 
R: 49.08 Scenario 2521 
R: 48.00 Scenario 1322 
R: 46.10 Scenario 1923 
R: 45.93 Scenario 2024 
R: 42.68 Scenario 9 25
R: 41.63 Scenario 1026 
R: 40.14 Scenario 4 27
R: 38.44 Scenario 5 28 
R: 37.20 Scenario 1429 
R: 34.04 Scenario 1530 
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