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Abstract

Sewage collection, transmission and treatment systems are among the basic infrastructures of

any city that should be designed to have the least vulnerability during crises caused by
intentional or unintentional disruptions. Therefore, observing the principles of passive defense
and safety in the sewage sector to protect and reduce vulnerability with the aim of continuing
the necessary services, protection of sewage facilities and equipment, meeting the needs of the
people, protecting people's lives (preventing the spread of microbial and chemical
contamination), continuing to manage, and managing the people (preventing discontent and
creating chaos) and, consequently, stabilizing the country's top management are essential and
inevitable. Methods: This paper identifies the risks to the critical infrastructure of the municipal
sewer system with a passive defense approach as the first step in assessing the sustainability of
urban sewer systems and the overlooked points in the design and construction of collection,
transmission and transmission network systems and provides wastewater treatment. The present
research method is a descriptive survey and is a type of applied research and distinguishes
between risk or actual risk (Danger) and threat or potential hazard (Hazard); it also examines the
status of asset parameters, threat and vulnerability in design, and has developed urban sewage
systems. Results: The results of the research indicate that the regulations and methods of
designing urban sewage systems in lIran are not sufficient to protect and increase the
sustainability and resilience of the aforementioned systems and therefore, the solutions of
defense knowledge. Passive can be considered a good complement to existing methods of
designing and constructing urban sewer systems. The research results also show that these
systems have been designed or built in the cities of our country, with the least attention to the
principles of passive defense. Conclusion: Based on the findings of this study and the nature of
urban sewage systems, 48 types of threats and weaknesses and serious vulnerabilities of urban
sewage systems were enumerated.
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Table 1. Classification of assets of the municipal sewage collection, transfer and treatment system

No. Asset Components
1 Sewage collection network Sewage
manholes
5 Pumping stations Pumping stations
(inside the sewer network) Lifting stations

Network outfall
Sewage treatment plant

3 Sewage treatment plant .
wag P The output of the treatment plant and the effluent discharge
site
. Stet. -1 il Select internal group
ormation o * Delphi's justification for research
Delphi group
e Designing a questionnaire table of the status of adaptation of urban sewage systems Step-2
components in the country with the principles of passive physical defense Adapt to the
. . . R principles of
e Send a questionnaire to the Delphi group and collect e  Credit validity passive defense
answers in the Likert range measurement
o  Design basic research questions with a combination of: type of threat (potential or Step-3
actual) source of threat (natural or man-made) and threat ratio with the system Research
(external or intra-systemic) research
e  Select 7 basic research e  Assessing the validity of questions questions
questions
e  Setideas in new questionnaires e Send questionnaires to Delphi and Step-4
collect their ideas Answers to
o Eliminate ineffective ideas e Send questionnaires and collect answers questions
in the form of a Likert spectrum
Step-5 e Review the ideas and their importance in terms of Delphi group
Conclusion e Concluding and compiling the final text

Fig. 2. Research steps
ez bl Jl e =Y S
sbal g w5 56 sbowal sualy wus s Sbhcos s el m bag g as el jas 25 a5 L6 s, 50 FA
r..»_)‘b\ FEMA ui'ﬁi d.’Uao g_i.w.:_) 4.....:\.7:.» 4.‘;\4;@)‘ 4-!4-"}7@-3_)]3‘9.)__&7:0[.&4 S Bad u.?)n aoMTC«wbc\.gg_i.w.:)

P B\ PRGN PR Vi £ 55 Jhasllg sz Jalse Gulal 5 wag

! Federal Emergency Management Agency (FEMA)
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Table 2. Separation of passive defense principles according to the components of the sewage system

OTJJ4S
) HJ@'T}dewTVﬁd‘)‘JAaMJRJ‘ )j.lﬂ‘.n

Sewage
S ] Sewage Sewage transmission lines Sewage
No. Prlncm()jlee?e(r)]g)asmve collection pumping from the network  treatment
network stations to the treatment plant
plant
1 Camouflage 54 3.4 4.3 2.6
2 Hide 53 34 5.0 2.3
3 Cover 4.6 2.4 4.9 3.4
4 Deception 2.0 2.1 2.4 2.0
5 Distribution 5.4 34 2.4 3.3
6 Strengths 6.9 6.3 7.3 7.4
7 Announcing the news 3.1 3.6 3.3 5.4
8 Survival capability 5.0 5.4 5.9 6.0
9 Deceptive position 1.9 1.9 13 2.1

el 5 3l Cod Slls 5 wag el Ly Sy gamas, - Jsas

Table 3. Risk classification based on threat and asset under impact and consequence

(1)

\Y$

P Classification of threats Estimating
No. Threat Consequences S The the number
affected Possibility origin Type S
Sewage Accumulation of
. . . Extern
. collection and sedimentation and
1 Severe flooding . .. Danger natural al 578
transmission rejection and sewage
. . system
network flow in the city
Problems in the
operation of the input Intra-city Sewage rejection and human Inside
2 pumping stations of treatment abandonment in cities  Danger made the 428
the wastewater plants (Farhoudi, 2009) system
treatment plants
. Chlorine gas .
Accidents for cars Urban e _g . Inside
. . emissions within the human
3 carrying chlorine gas settlements Danger the 411
scene and human made
capsules and passages . system
casualties
Network
umpin Extern
Sabotage by enemy P . p g Waste and sewage human
4 o . facilities . . Danger al 408
infiltrators or spies . flow in the city made
located in the system
network
Fire caused by the Network Inside
. . Sewage and sewage human
5 connection of pumping . N Hazard the 406
. . disposal in cities made
electrical systems stations system
Journal of Water and Wastewater ONSb 5 of dxe

Vol. 31, No. 7, 2021

VA4 Jlo ¥ o led XY 55

Q



\TY

dx.doi.org/10.22093/ww;j.2020.225964.3007

9t bood g (T poolnl [ o 5ligeo

Cont. Table 3. Risk classification based on threat and asset under impact and consequence

by 5 5l o olls 5 wmag elel y Sy sanes, =¥ J g alsl

P Classification of threats Estimating
No. Threat I Consequences The the number
ibili S of risks
Possibility origin Type
Malfunctions of in- Network Waste disposal in human Inside
6  city pumping stations pumping cities (Farhoudi, Danger made the 397
(on the network) stations 2009) system
S Sewage : g Inside
Sewage rejection and  collection and Social tensions Hazard human the 369
abandonment in cities  transmission (Farhoudi, 2009) made
network SR
Natural threats and gluer;\,;?rzlg(
power outages for a L Waste and sewage External
significant period of I oggtceltljltilnesth e flow in the city Hazard natural system 365
time (Farhoudi, 2009) network
Normalization of
SSECloR T Sowge  Wastecumpingac
: collectionand  discharge of sewage human
. AR Bl 5 transmission in cities during a DR made 2 £
failure to solve or fix — s system
them with delay
(Qomshi, 1398)
Sabotage by enemy Chlorination Chlorine gas human External
10 infiltrators or spies facilities emissions Danger made system 347
Diesel emergency Pumping s Inside
11 generators do not stations zft?awng%?]rﬁé?]?ilr? r(]:ia':ineds Hazard hr%;r:jaen the 343
work in the network system
Normalization of
sewage clogs for
water and wastewater c oli?:\{\i/ggean d Sewage human Inside
12 exporters and their transmission sedimentation and Danger made the 342
failure to solve or fix network blockage system
them with delay
(Qomshi, 1398)
Sewage Along with creating sl
13 Sewage rejection and  collection and an unpleasant odor LA human the 336
abandonment in cities  transmission and unsanitary made S
network environment y
Lack of sufficient Pumping In neighborhoods and human Inside
14 fuel for emergency stations homes covered by the  Hazard made the 333
diesel generators in the network network system
Pollution and
Intra-network . olﬁa%\?i/ggean d diseases related to MU Inside
15 Pumping stations S wastewater disposal Hazard o the 330
in an emergency F— in the environment system
(Farhoudi, 2009)
16 Sewage rejectionand ~ Water supply ~ Sewage rejection and Hazard human Int?]'ge 311
abandonment in cities networks abandonment in cities made system
Network
Wrong design of pumping Financial losses due
17 sewage collection facilities to the presence of Hazard hnﬂ%aen IESXftgr]ﬁl 308
networks located in the sewage y
network
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Cont. Table 3. Risk classification based on threat and asset under impact and consequence
P Classification of threats Estimating
No. Threat I Consequences The the number
ibili S of risks
Possibility origin Type
And their
Sewage
18 u\?vrilteﬁ«\aszilgscuont?ct collection and In the place where Danaer human External 307
pply transmission  citizens live and work g made system
networks (Farhoudi, network
2009)
Power outage due to Sewage res
19 @ malfunction inthe  collectionand  Urban drinking water Dander human the 302
country's electricity transmission pollution g made S
system network Y
By the enemy, such Sewage Inside
20 as an attack with collection and Sewage and sewage Dander human the 284
graffiti bombs, etc. transmission flow in the city g made svstem
(Farhoudi, 2009) network y
Sewage ] .
; Pollution of Inside
Leakage from the collection and human
= sewer system transmission grrzggg\r'ggger DENEES made . tsrzgm 2t
network y
Increase the flow in Sewage Inside
22 the sewer network to  collection and Throwing sewage Dander human the 263
a greater extent than transmission back into homes g made svstem
the network capacity network y
Increase the flow in Sewage Aef q
: Combining Inside
the sewer network to  collection and human
2 a greater extent than transmission V‘gﬁ}%‘é":ﬁ;{"eﬁd DENEES made . tsrzgm 25
the network capacity network y
Creating unpleasant
Increase the flow in Sewage odors and unhygienic Inside
24 the sewer network to  collection and environments in Dander human the 253
a greater extent than transmission networked g made svstem
the network capacity network neighborhoods and y
homes
25 Wastewater system Wastewater Leakage from the EGEr human Irlﬂge 248
components burnout  treatment plant sewer system g made system
. Chlorine gas
Problems with L7 . 9° .
26 Chlodnegas ~— Wastewster  CMEGIRACIANE o human TR
disinfection facilities  treatment plant di made t
(Farhoudi, 2009) surroundings system
’ (Farhoudi, 2009)
Increase operating Inside
Wastewater system Wastewater : human
27 and maintenance Danger the 233
components burnout  treatment plant o made system
Earthquake and
destruction of the
28 collection and treatsr%\(/evr?tgel ant Severe injury Hazard natural Esxtse;gr:gl 231
treatment plant P y
network
Earthquake and
destruction of the colﬁe%\?i/ggeand o External
29 collection and - Severe injury Hazard natural 226
transmission system
treatment plant —
network
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Cont. Table 3. Risk classification based on threat and asset under impact and consequence
P Classification of threats Estimating
No. Threat affected Consequences The the number
ibili S of risks
Possibility origin Type
Sewage
: collection and . human External
30  Direct enemy attack transmission Severe injury Hazard made system 224
network
Using a variety of pNuerth;\;(i)rzg
unconventional i of human External
31 nuclear weapons facilities Severe injury Danger o system 213
(Farhoudi, 2009) ~ ocated in the
’ network
Direct enemy attack
using a variety of (Destroying or
32 conventional Wastewater stopping the Hazard human External 205
weapons, including  treatment plant operation of the made system
aerial bombardment, pumping station)
missile strikes,
Artillery, mortars, Intra-city e Inside
33 armor (Farhoudi, treatment Severe injury Danger il the 205
2009) plants system
Sewage release in Inside
34 Direct enemy attack tn\e/;/fr;fx;’atle;nt cities (Farhoudi, Danger hntig:jzn the 205
P 2009) system
Gngsune st ouobtwn
35 treatment Chlorine gas leak Danger the 201
nuclear weapons s made T
(Farhoudi, 2009) P Y
Fire caused by the Wastewater Sewage release at the human Inside
36 connection of treatment plant  effluent disposal site Hazard made the 200
electrical systems. system
Sedimentation and
blockage of sewage
Level the higher of S flow along with
sewage than the coIIectio% o creating unpleasant e Inside
37 crown of pipes in o odors and unsanitary ~ Danger il the 198
manholes (Farhoudi, v environment in system
2009) neighborhoods and
houses covered by
the network
Deterioration of Sewage Inside
38 components of the collection and Reduce network Dander human the 198
collection system, transmission capacity g made svstem
sewage transfer network y
Wastewater system Wastewater Reduce treatment human Inside
39 f Danger the 195
components burnout  treatment plant capacity made system
40 Wastewater system Wastewater Pag{f'fhl eo\cvg%ttzlv\tg;ge Danger human Int?]'ge 195
components burnout  treatment plant treatment process made system
Disconnect the
wastewater treatment
Natural threats and Wastewater External
41 power outages treatment plant and overflow process  Hazard natural system 189

to wastewater
disposal sites

Journal of Water and Wastewater

Vol. 31, No. 7, 2021

A4 Lo Y o led ¥ pps S



dx.doi.org/10.22093/ww;j.2020.225964.3007

o b el S it (o (sloci 5 Sy bl

- \y.
oy J.‘;L IS S [ FPIRVRY: UV UH RVRE SIRPR TR SEa gt PRE PP
Cont. Table 3. Risk classification based on threat and asset under impact and consequence
SN Classification of threats Estimating
No. Threat Consequences e The the number
affected Possibility origin Type o
Disconnect the
For a considerable Wastewater wastewater treatment
42 period of time Treatment and overflow process  Hazard h#]?din ESXtS(?[LTT";‘I 175
(Farhoudi, 2009) Plant to wastewater y
disposal sites
Power outage due to
43 @ malfunction in the V_\l_/?g,;(tenv;/g:]g[r Output effluent e human External 174
country's electricity Plant pollution made system
system
By the enemy, such Sewage Inside
a4 as an attack with collectionand  Explosion and severe Hazard human the 173
graffiti bombs, etc. transmission damage at the scene made svstem
(Farhoudi, 2009) network y
Sewage
: collection and Output effluent human External
45 Direct enemy attack transmission pollution Hazard made system 169
network
Using a variety of Early shutd f Insid
unconventional Wastewater arly shutdown o human nsiae
46 chemical weapons treatment plant wa}?]t%\:]vaetg]retrre:lrggnent Hazard made s tsqgm 163
(Farhoudi, 2009) gency Y
Explosives or Network
incendiary substances pumping
47 at methane gas facilities V\ﬁg\tls iannttjhsée(\:/\i/tage Danger hr%;ndzn EXtS?[g;[fall 161
accumulation site located in the y Y
(Farhoudi, 2009) network
Disconnect the
wastewater treatment
: Wastewater human External
48  Direct enemy attack treatment plant and overflow process  Danger made system 157

to wastewater
treatment plants
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Table 4. The most important threats, affected assets and consequences in the municipal sewage system

s oS Sl s o8 0T 1 oo slaaaly 5 co sl

No.

The main parameters of
risk analysis

Description

1 The main threats

The main assets that are

affected

3 The main consequences

Flood

Obstruction of the main sewage transmission lines
Burning of system components
Residential and urban thoroughfares hosting the sewage collection
network
Pumping stations inside the network
The main lines of sewage transfer
Degradation and leakage of sewage in the city's thoroughfares
Social tensions
Distribution of chlorine gas pollution
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