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Abstract

Detection of tampering in water meters as part of unauthorized usage is a key step in

development of service delivery and increasing water resource productivity, and requires special
attention. Data used to identify unauthorized water usage, due to tampering in water meters,
include 671 subscribers with a history of meter tampering during the years 2017-2019 and a
random sample of 3120 subscribers with no tampering record (clean) among Qom’s residential
water users. Data analysis was conducted using subscriber’s water consumption and invoice
payment history as well as supervised data mining techniques such as decision tree, support
vector machine, neural network, logistic regression, K-nearest neighbor and unsupervised
clustering method. The comparison of different data mining techniques between two groups of
tampered and non-tampered water meters showed that among the supervised methods, the
accuracy of the models is close to each other and there is a 1-3% difference between them. On
the other hand, given the percentage of correct responses among the methods, logistic
regression, as the best data mining model, with correct detection of 85% of tampered and 91%
of non-tampered cases as well as 89% overall accuracy on the testing data, can be used for
identification of tampered meters. The study used clustering as an unsupervised technique. The
subscribers were grouped into six clusters. Cluster 3 (n=160 subscribers) showed distinct
behavior from the other clusters. About 86% of subscriptions in cluster 3 are tampered cases.
Moreover, 18% of the tampered cases detected by logistic regression are in this cluster. Data
mining techniques for identification of water meter tampering were presented in this study.
Findings of the study indicated that both supervised (including response variable) and
unsupervised methods (no response variable) such as clustering can be used for the
identification of unauthorized water consumption In this study, logistic regression, due to its
high accuracy, was selected as the most appropriate model for detection of tampered meters.

Keywords: Data Mining, Unauthorized Usage, Meter Tampering, Logistic Regression,
Clustering.
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Table 1. Descriptive statistics of variables

Response label

Variable Statistics Normal e

Mean 2.06 6.74
The standard deviation of mean consumption Median 1.45 4.72
Sd 2.02 7.32
Mean 0.15 0.39
The coefficient of variation of mean consumption Median 0.10 0.31
Sd 0.17 0.31
Mean 0.36 0.87
Coefficient of variation of mean bills paid Median 0.28 0.78
Sd 0.29 0.49
Mean 0.24 0.64
Coefficient of variation of bills amount Median 0.19 0.53
Sd 0.20 0.41

Mean 625.94 2805.90

The standard deviation of water rates Median 348.50 870.16

Sd 1237.08 4841.48
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Table 2. Modeling results in test sample
Optimal Predicted label Correct Model
Model ptima Observed label response  accuracy
parameters . o
Tampering Normal percentage (%)
.. 3 Tampering 93 52 64
Decision Tree J-48 normal 37 576 94 88.26
. C=.056 Tampering 123 22 85
Support Vector Machine Gamma=4 normal 70 543 89 87.86
Learning .
Neural Network rate=.7 Tampering 82 63 37 86.81
Momentum=.7 normal 37 576 94
Gamma= .9 Tampering 123 22 85
. . Degree=2
Logistic Regression C=25 normal 58 555 91 89.45
Kernel= anova
. _ Tampering 73 72 50
Nearest Neighborhood K=7 normal 14 599 08 88.65
Gl Y s
Table 3. Clustering results
Variable Cluster Cluster Cluster Cluster Cluster Cluster
1 2 3 4 5 6
Count 1179 519 160 227 337 1369
Coecfficient of variation of bills amount 0.18 0.48 1.21 0.24 0.59 0.20
Coefﬁmer;t of  wvariation of mean 0.09 029 0.65 0.16 0.51 0.12
consumption
Coefficient of variation of bills paid mean 0.25 0.78 1.10 0.39 0.93 0.31
The standard deviation of mean consumption 1.44 4.42 15.39 1.86 5.59 1.61
The standard deviation of water rates 404.19 1233.66 9576.46 420.98 1455.44 438.71
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Table 4. Frequency distribution of responses in clusters

Label Cluster 1 Cluster 2 Cluster 3 Cluster 4 Cluster 5 Cluster 6 Total
Normal 1105 242 23 215 227 1308 3120
Tampering 74 277 137 12 110 61 671
Total 1179 519 160 227 337 1369 3791
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Table 5. Comparison of frequency distribution of
logistic regression method and clustering in total data

Forecast logistic regression

Cluster Tampering Normal
Cluster 1 24 1155
Cluster 2 327 192
Cluster 3 160 0
Cluster 4 41 186
Cluster 5 264 73
Cluster 6 60 1309
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